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**** Beginning of Change ****
4.3 
Scope of SECAM Accreditation

The actor performing a task should be accredited by the SECAM Accreditation Body for this specific task.

Table 4.3-1: Mapping between SECAM phases and involved party

	SECAM tasks
	Accredited actor

	Generic vendor development and 

network product lifecycle management 

process 
	 Auditor appointed by SECAM Accreditation Body

	Compliance declaration with the accredited generic vendor development and lifecycle process requirements
	Accredited vendor

	Security compliance testing
	Accredited vendor or accredited third-party test laboratory

	Basic Vulnerability Testing
	Accredited vendor or accredited third-party test laboratory


Consequently, according to table 4.3-1, SECAM can take different forms, depending on who performs security compliance testing and who performs Basic Vulnerability Testing. 
SECAM is intended to enable self-evaluation where the vendors evaluate their network products if they have the proper accreditation for that. 

The responsibility for writing and managing the accreditation and monitoring rules is taken by a SECAM Accreditation Body. The SECAM Accreditation Body's role also includes the handling of the dispute resolution process. GSMA takes this role and will provide a clear delineation between SECAM work in 3GPP and in GSMA.


The presence of a SECAM Accreditation Body as defined above is highly desirable in order to ensure a wide recognition of evaluation results and to have a working dispute resolution process available. Having a SECAM Accreditation Body also avoids the need for each operator to set up a one to one trust relationship with every vendor regarding their testing methods and skills.

Validity of accreditation is defined by the SECAM Accreditation Body.

4.4 
Ultimate Output of SECAM Evaluation

The ultimate output of the SECAM evaluation is:

-
an evaluation report demonstrating compliance oft he network product with the 3GPP security assurance specifications;

-
evidence to demonstrate to the test laboratory that the accredited vendor product and development lifecycle processes have been complied with for the network product;
-
evidence that the actors performing the evaluation tasks are accredited by the SECAM Accreditation Body.
The operator examines the evaluation reports and the evidence that the actors performing the evaluation tasks are accredited by the SECAM Accreditation Body. 

4.5
Network product evaluation process

The security assurance process describes how the operator gets assurance regarding the security of the network product. The process is depicted in figure 4.5-1. If there are any regulatory requirements on security assurance of the network product, they will for the purpose of this process model be considered being included in the acceptance requirements of the operator.

When a vendor is ready to provide security assurance w.r.t. a given network product, the vendor obtains one or more Security Assurance Specifications (SCASs) that the network product is aiming to fulfil. Choice of which SCASs to select may depend on operator and/or regulatory input. Then the product is evaluated against the Security Assurance Specification(s). The evaluation results in an evaluation report. 

Once the operator received the evaluation report, the operator then decides if the results are sufficient according to its internal policies and whether to accept the security assurance level of the network product or not. 
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Figure 4.5-1: SECAM defined Security assurance process

Certification of network products is out of scope for SECAM. However, SECAM does not preclude certification activities for network products which would e.g. complement the Self-declaration step (cf. clause 7.3).

The SECAM security assurance process is described in depth in clause 7.

**** End of Change ****
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